
Network Defender (SF)

Overview 

This 5-day instructor-led course focuses on creating Network Administrators who are trained in protecting,

detecting, and responding to the threats on the network.

Course Code: TGS-2018500737 | Mode of Delivery: ILT (Instructor-Led Training)

Who Should Attend? 

Lessons Courses

1 Network Attacks and Defense Strategies

2 Administrative Network Security

3 Technical Network Security

4 Network Perimeter Security

5 Endpoint Security-Windows Systems

6 Endpoint Security-Linux Systems

7 Endpoint Security- Mobile Devices

8 Endpoint Security-IoT Devices

9 Administrative Application Security

10 Data Security

11 Enterprise Virtual Network Security

12 Enterprise Cloud Security

13 Wireless Network Security

14 Network Traffic Monitoring and Analysis

15 Network Logs Monitoring and Analysis

16 Incident Response and Forensic Investigation

17 Business Continuity and Disaster Recovery

18 Risk Anticipation with Risk Management

19 Threat Assessment with Attack Surface Analysis

20 Threat Prediction with Cyber Threat Intelligence

Lessons Outline 

Duration: 40 hours (5 days)

Course Fee

Full Course Fee:

$3,215.50

Prices are inclusive of GST

Self-Sponsored

SG Citizen/PR aged ≥ 21 years: 

SG Citizen aged ≥ 40 years:

$1,740.50

$1,150.50

Co-Sponsored (SME)

SG Citizen/PR aged ≥ 21 years: 

SG Citizen aged ≥ 40 years:

$1,150.50

$1,150.50

Co-Sponsored (non SME)

SG Citizen/PR aged ≥ 21 years: 

SG Citizen aged ≥ 40 years:

$1,740.50

$1,150.50

NETT FEE AFTER FUNDING

70%
UP TO

FUNDING
*T&CS APPLIED

*

SkillsFuture and PSEA claimable

This course is for those who work in the network administration/cybersecurity domain in the capacity of

Network Administrator/Engineer, Network Security Administrator/Engineer/Analyst. Cybersecurity

Engineer, Security Analyst, Network Defense Technician, Security Operator.
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