Security Analysis and Penetration Testing (SF)

SAPT_OLL_Rev 1.0.0

(Synchronous e-learning)

Course Code: TGS-2018500733 | Mode of Delivery: OLL (Online Live Learning)

Overview

A rigorous Pen Testing program that, unlike contemporary Pen Testing courses, teaches you how to perform an

effective penetration test across filtered networks.

Who Should Attend?

This course is highly recommended for ethical hackers, penetration testers, network server administrators, firewall
administrators, security testers, system administrators, and risk assessment professionals.

Lessons Outline

Lessons Courses
1 Penetration Testing Essential Concepts
Introduction to Penetration Testing and
2 .
Methodologies
3 Penetration Testing Scoping and Engagement

Methodology

4 Open-Source Intelligence (OSINT) Methodology

Social Engineering Penetration Testing

UPTO

Course Fee

Duration: 5 days
SkillsFuture and PSEA claimable

FUNDING

*T&CS APPLIED

10%

Vs

Full Course Fee:

$2,997.50

10 Database Penetration Testing Methodology

1 Wireless Penetration Testing Methodology

12 Cloud Penetration Testing Methodology

13 Report Writing and Post Testing Actions

5 Methodology
A\
4
6 Network Penetration Testing Methodology - NETT FEE AFTER FUNDING
External
7 Network Penetration Testing Methodology - Self-Sponsored
Internal SG Citizen/PR aged = 21 years: $1,622.50
8 Network Penetration Testing Methodology - SG Citizen aged = 40 years: $1=072'50
Perimeter Devices
Co-Sponsored (SME)
9 Web Application Penetration Methodology

SG Citizen/PR aged = 21 years: $1,072.50

SG Citizen aged = 40 years: $1,072.50

Co-Sponsored (non SME)
SG Citizen/PR aged = 21 years: $1,622.50
SG Citizen aged = 40 years: $1,072.50

Prices are inclusive of GST
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