Cyber Forensics Investigator (SF)
(Synchronous e-learning)

Course Code: TGS-2020000370 | Mode of Delivery: OLL (Online Live Learning

Overview

The Certified Hacking Forensic Investigator (C|HFI) credential from EC-Council is the most trusted digital forensics
certification valued by employers worldwide. The comprehensive curriculum aligns with all crucial global digital

CFI_OLL_Rev 1.0.0

forensic job roles. It covers a detailed and methodological approach to digital forensics and evidence analysis,
including areas such as Dark Web, IoT, and Cloud Forensics. Upon achieving the C|HFI certification, you will be
empowered with the skills and expertise needed to conduct digital investigations using groundbreaking technologies.

Who Should Attend?

The CHFI program will significantly benefit to the following professionals who involved with information system
security, computer forensics, and incident response: - Computer Forensic Analyst - Computer Network Defense
(CND) Forensic Analyst - Digital Forensic Examiner - Forensic Analyst - Forensic Analyst (Cryptologic) Forensic
Technician - Network Forensic Examiner - Computer Crime Investigator - Special Agent

Lessons Outline

Lessons Courses
1 Computer Forensics in Today's World
2 Computer Forensics Investigation Process
3 Understanding Hard Disks and File Systems
4 Data Acquisition and Duplication
5 Defeating Anti-Forensic Techniques
6 Operating Systems Forensics
7 Network Forensics
8 Investigating Web Attacks
9 Database Forensics
10 Cloud Forensics
1 Malware Forensics
12 Investigating Email Crimes
13 Mobile Forensics
14 Forensic Report Writing and Presentation
15 loT Forensics

Course Fee

Duration: 5 days
SkillsFuture and PSEA claimable
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FUNDING

*T&CS APPLIED
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Full Course Fee:

$2,997.50
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Self-Sponsored
SG Citizen/PR aged = 21 years:
SG Citizen aged = 40 years:

$1,622.50
$1,072.50

Co-Sponsored (SME)
SG Citizen/PR aged = 21 years:
SG Citizen aged = 40 years:

$1,072.50
$1,072.50

Co-Sponsored (non SME)

SG Citizen/PR aged = 21 years:
SG Citizen aged = 40 years:

Prices are inclusive of GST

-

$1,622.50
$1,072.50
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