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Course Duration: 174 hours

This course enables learners to gain fundamental
knowledge of IT Service Management (ITIL 4) best UPTO

practices, while also developing the latest networking skills. 950/* w

It prepares them with the latest tools and techniques in \ FUNDING
network defender, penetration testing techniques, and B “rics aered
vulnerability analysis.

After completing this course, the learners will be able to:
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Apply IT Service Configure and Manage the network security Perform vulnerability assessment
Management based on the troubleshoot IPv4 and to minimise the risk and ensure and penetration testing as an

organisation’s guidelines. IPv6 networks. business continuity. ethical hacker.

Course Title:
Additional Funding Support

Effective Problem Solving for Supervisory Level TGS-2024048686 (AFS)
Available Eligible Singapore
Effective Decision Making for Supervisory Level TGS-2024048684 Citizens that meet at least one
of the following eligibility
ITIL® Foundation Certificate in Service Management (SF) TGS-2023035644 criteria can enjoy subsidies up
to 95% of the course fee:
Cisco Certified Network Associate [CCNA] (SF) TGS-2023021385 e |ong-term unemployed
individuals (unemployed
Certified Network Defender TGS-2024048683 for six months or more)
e Individuals in need of
Certified Ethical Hacker (CEH) (SF) TGS-2023035654 LTS SIS
ComCare Short-to-Medium
Course Fee (Include 9% GST) Term Assistance (SMTA)
recipients or workfare
Full Course Fee $11,063.50 Income Supplement (WIS)
Singapore Citizens, Singapore PR/LTVP+ Holders aged 21 - 39 years recipients
old (after 70% funding) $3,319.05 e Persons with Disabilities

Singapore Citizens aged 40 years and above (after 90% funding) $1,289.05

SkillsFuture Credit and

Singapore Citizens eligible for Additional Funding Support $781.55 PSEA Claimable
(after 95% funding) :
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Effective Problem Solving for Supervisory Level

TGS-2024048686

Lessons Outline:
1.Identify Root Cause of the Problem
2.Develop Action Plan
3.Execute Problem Solving Plan
4.Evaluate the Alternative Solutions

Effective Decision Making for Supervisory Level

TGS-2024048684

Lessons Outline:
1.Understand your Decision Making Style
2.Effective Decision Making Process
3.Review the Impact of the Decisions Made

ITIL® Foundation Certificate in Service Management (SF)

TGS-2023035644

Lessons Outline:
1.Course Introduction
2.Digital Transformation
3.Key Concepts & Principles

Cisco Certified Network Associate [CCNA] (SF)

4. Service Value
5. Service Value Chain & Practices
6. Course Summary

TGS-2023021385

Lessons Outline:
1. Building a Simple Network
. Establishing Internet Connectivity
. Summary Challenge 1
. Implementing Scalable Medium-Sized Networks
. Introducing IPv6
. Troubleshooting Basic Connectivity
. Implementing Network Device Security
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Certified Network Defender

8. Implementing an EIGRP-Based Solution

9. Summary Challenge 2

10. Implementing a Scalable OSPF-Based Solution
11. Implementing Wide-Area Networks

12. Network Device Management

13. Change Management Practice

14. Summary Challenge 3

TGS-2024048683

Lessons Outline:
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. Network Attacks and Defense Strategies
. Administrative Network Security

. Technical Network Security

. Network Perimeter Security

. Endpoint Security - Windows Systems

. Endpoint Security - Linux Systems

. Endpoint Security - Mobile Devices

. Endpoint Security - loT Devices

. Administrative Application Security

. Data Security
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Certified Ethical Hacker (CEH) (SF)

11. Enterprise Virtual Network Security

12. Enterprise Cloud Security

13. Wireless Network Security

14. Network Traffic Monitoring and Analysis

15. Network Logs Monitoring and Analysis

16. Incident Response and Forensic Investigation
17. Business Continuity and Disaster Recovery

18. Risk Anticipation with Risk Management

19. Threat Assessment with Attack Surface Analysis
20. Threat Prediction with Cyber Threat

TGS-2023035654

Lessons Outline:
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. Introducing to Ethical Hacking

. Footprinting and Reconnaissance
. Scanning Networks

. Enumeration

. Vulnerability Analysis

. System Hacking

. Malware Threats

. Sniffing

. Social Engineering

. Denial-of-Service
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11. Session Hijacking

12. Evading IDS, Firewalls, and Honeypots
13. Hacking Webservers

14. Hacking Web Applications

15. SQL Injection

16. Hacking Wireless Networks

17. Hacking Mobile Platforms

18. loT Hacking

19. Cloud Computing

20. Cryptography
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