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Cyber Security Incident Handling
and Response (SF)

Course Code: TGS-2023021381 | Mode of Delivery: ILT (Instructor-Led Training)

Overview

The EC-Council Certified Incident Handler (E|CIH) program equips students with essential skills to detect,
respond to, and manage computer security incidents. The course covers handling various incidents, risk
assessment, laws and policies, and creating incident response plans. Students will also gain expertise in
addressing network security issues, malicious code, and insider threats, as well as learn computer
forensics, incident recovery, and reporting techniques.

Who Should Attend?

This course will benefit incident handlers, risk assessment administrators, penetration testers, cyber forensic
investigators, venerability assessment auditors, system administrators, system engineers, firewall administrators,
network managers, IT managers, IT professionals and anyone who is interested in incident handling and response.

Lessons QOutline
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Lessons Courses 900/*
Course Fee (o]
1 Introduction to Incident Response and Handling Duration: 24 hours (3 days) E}{!‘fPE![,"'G
SkillsFuture and PSEA claimable
2 Risk Assessment P N
Full rse Fee:
3 Incident Response and Handling Steps ull Course Fee $1 ’956'55
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4 | CSIRT NETT FEE AFTER FUNDING
5 Handling Network Security Incidents Self-Sponsored
SG Citizen/PR aged = 21 years: $586.96
6 Handling Malicious Code Incidents .
SG Citizen aged = 40 years: $227.96
7 Handling Insider Threats Co-Sponsored (SME)
8 Forensic Analysis and Incident Response SCiCiizen/ERagedissiiears: $227'96
SG Citizen aged = 40 years: $227.96
9 Incident Reporting
Co-Sponsored (non SME)
10 Incident Recovery SG Citizen/PR aged = 21 years: $586.96
SG Citizen aged = 40 years: $227.96
11 Security Policies and Laws Prices are inclusive of GST
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