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Certified Ethical Hacker (CEH) (SF)
(Synchronous e-learning)

Course Code: TGS-2023021378 | Mode of Delivery: OLL (Online Live Learning)

Overview

Certified Ethical Hacker (CEH) is the world’s most advanced certified ethical hacking course that covers core
Domains of Cybersecurity and has global recognition and Accreditations while offering a higher employability
rate. The latest version of CEH v13, are equipped with Al-powered tools and techniques to identify, exploit, and
secure vulnerabilities in systems and networks.

Who Should Attend?
This course will benefit security officers, auditors, security professionals, site administrators, and
anyone who is concerned about the integrity of the network infrastructure.

Course Outline

Lessons Courses
1 Introducing to Ethical Hacking
2 Footprinting and Recoinnaissance UPTO
3 Scanning Networks 9 °/*
4 Enumeration o
5 Vulnerability Analysis COUI'.Se Fee I:-TgSNAPPDUEIDNG
- Duration: 41.67 hours (5 days)
6 System Hacking SkillsFuture and PSEA claimable
7 Malware Threats
4 N\
8 Sniffin
9 Full Course Fee: $2,725_OO
9 Social Engineering L )
10 Denial-of-Service
T NETT FEE AFTER FUNDING
" Session Hijacking
12 Evading IDS, Firewalls, and Honeypots Se|f-Sponsored
13 Hacking Webservers SG Citizen/PR aged = 21 years:
14 Hacking Web Applications SG Citizen aged = 40 years:
15 SQL Injection
Co-Sponsored (SME)
16 Hacking Wireless Networks .
SG Citizen/PR aged = 21 years:
17 Hacking Mobile Platforms .
SG Citizen aged = 40 years:
18 loT Hacking
19 Cloud Computing Co-Sponsored (non SME)
20 Cryptography SG Citizen/PR aged = 21 years:
Appendix A [Ethical Hacking Essential Concepts - | SG Citizen aged =40 years:
Appendix B |Ethical Hacking Essential Concepts - Il Prices are inclusive of GST
pp 9 p
\. J/
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