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Strat-'egic C{ﬁbe__i;‘ Security Leadership’(SF)

ims to develop and hone the business and technical skills t
ofessional into executive leadership roles, such as Chief Informati
ead of Cyber Security, and Cyber Security Architect. Indt'y-dri

ill be provided during the training. By completin e co

5 CCISO Domains

CCISOs are certified in the knowledge of and experience in the following CCISO Domains:

1 Governance & Risk Management (Policy, Legal & Compliance)

2 Information Security Controls, Compliance, & Audit Management
3 Security Program Management & Operations
4 Information Security Core Competencies

5 Strategic Planning, Finance, Procurement, & Vendor Management

Course Objectives

Upon completion of this course, the learners are able to:

1.Communicate the implications of potential impacts on cyber threats against

existing organisation’s cyber security readiness/posture
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2.Determine organisation's security information program, security testing
policies & activities, security operations, and authorisation procedures

3.Assess potential business risks against cybersecurity risks, threats,
vulnerabilities using compliance and audit management

4.Evaluate an organization’s security defences taking into account internal and

external threats to strengthen the overall cybersecurity posture

5.Recommend cyber security strategies to mitigate security risks, threats, and
vulnerabilities and assess the total costs for implementing the strategies

6.Establish cybersecurity posture of the organization and formulate a risk
management strategy to manage the organisation’s cyber risks

Lo . ] Duration: 36 hours (5 days)
Training Fee is Inclusive of: Next Intake: 23 - 27 March 2026

o CISO soft copy with 12 months access *
« Bonus content on Cloud Security essential for cyber leaders !:r‘i'c'elslafe?dl:;eso?sgee: $4 5 2 50 - 00

o Cyber War Game - Tabletop Exercise of Cyber Incident

SkillsFuture and PSEA claimable

ITEL Learning Systems (S) Pte Ltd https://itel.com.sg/ @ enquiry@itel.com.sg 0@ 0@@ itellearningsystems

1 Maritime Square, #10-24/25 (Lobby B) Singapore 099253


https://itel.com.sg/

“l.b

b |

ITEL

+h

_

ITEL Learning Systems (S) Pte Ltd

UEN/CPE Registration No.: 200106514H

Registration Validity Period: 24 April 20&3 112026
1

-

C CISO

Cortitiod | Chint Information Security Officer

St-i"é‘tegicipﬁ*yber Security Leadership (SF)

Course Outline

Lessons

Courses

Information Security Governance and Strategy
» What is Security Landscape and emerging security
threat
« Information Security Drivers
« Laws, Regulations, and Industry Standards as
Drivers of Organisation

Lessons

Courses

Cyber Defense Management

What are Cyber Security Landscape and
Cybersecurity Defence

System Authorisation through Access Control Models
Overview of Endpoint Security to protect servers and
desktop

Audits

» Assess Security Risk, Governance, and Security
Controls

» Assess Threats and Anomaly Through Continuous
Security Monitoring

! » Security Strategy and Cyber Readiness/Posture 4 » Overview of Application Security with Secure
» Security Governance Program Software Design
« Security Management Structure « Overview of Corporate Network Security
« Security Policy, Standards, and Procedures « Overview of Physical Security to tighten physical
« Enterprise Information Security Compliance assess
Program » Overview of Cloud Security for cloud applications
Security Information Program and Security Operations Strategic Planning with Financial and Procurement
» Cyber Risk Assessment and the impact for Management
Organizations » Strategic Planning
» Security Testing Policies and Activities » Designing, Developing, and Maintaining an Enterprise
2 » Security Program Development 5 Information Security Program
» Incident Response Plans » Cybersecurity Procurement
* Cyber Threat Management » Vendor Risk Management
» Threat Hunting and Detection » Cybersecurity Budgeting and Financial Management
» Patch Management and Vulnerability Assessment » Contract and SLA Management
Security Controls, Compliance, and Audit Management Cyber Risk Management
» What is Cyber Threats and the business impact » Cyber Risk Assessment Methodologies
* Industry Control Frameworks * Industry Risk Management Frameworks
» Assess Security Posture Through Security Audits » Cyber Risk Management Plan and Program
and Assessments * Response Strategies for addressing Cyber Risk
3 » Reputation and Financial Risk through Compliance 6 » Cyber Risk Treatment and Control Implementation

Course Prerequisite

Education:

« Minimum GCE ‘O’ Level
« Workplace Literacy and Numeracy at Level 5 — Read, Listen, Speak, Write, and Numeracy.

Working Experience:
The potential learners must have at least 5 years of working experience in 3 (three) of the following domains and at least 2 years of
working experience in at least 1 domain.

Those domains are:
« Governance and Risk Management
« Information Security Controls, Compliance, and Audit Management
« Security Program Management and Operations
« Information Security Core Competencies
« Strategic Planning, Finance, Procurement, and Vendor Management
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